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Controlled Secure Direct Communication Protocol via the
Three-Qubit Partially Entangled Set of States

Gang Xu'2", Ke Xiao® ", Zongpeng Li3, Xin-Xin Niu?*and Michael Ryan®

Abstract: In this paper, we first re-examine the previous protocol of controlled quantum
secure direct communication of Zhang et al.’s scheme, which was found insecure under
two kinds of attacks, fake entangled particles attack and disentanglement attack. Then, by
changing the party of the preparation of cluster states and using unitary operations, we
present an improved protocol which can avoid these two kinds of attacks. Moreover, the
protocol is proposed using the three-qubit partially entangled set of states. It is more
efficient by only using three particles rather than four or even more to transmit one bit
secret information. Given our using state is much easier to prepare for multiqubit states
and our protocol needs less measurement resource, it makes this protocol more
convenient from an applied point of view.

Keywords: Controlled secure direct communication, cluster state, three-qubit partially
entangled state, entanglement swapping.

1 Introduction

Since the Bennett and Brassard’s original article [Bennett and Brassard (1984)] was
published, quantum key distribution (QKD) has an approach using quantum mechanics
[Jiang, Jiang and Ling (2014)] principles for the participants of communication to share a
private key with unconditional security.

With the development of quantum cryptography [Wei, Chen, Niu et al. (2015)] and
network communication, security of communication is widely concerned [Chen, Tang,
Xu et al. (2018); Chen, Sun, Xu et al. (2017); Xu, Chen, Li et al. (2015); Xu, Chen, Dou
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et al. (2015); Xu, Chen, Dou et al. (2016)]. Different from QKD, quantum secure direct
communication (QSDC) is another field of quantum cryptography. In 2002, Bostrén and
Felbinger presented a ping-pong QSDC protocol using Einstein-Podolsky-Rosen (EPR)
state [Bostrédm and Felbinger (2002)]. After that, a series of QSDC protocols [Deng and
Long (2004); Wang, Deng, Li et al. (2005); Wang, Fang and Tane (2006); Cao, Yang and
Wen (2010)] have been proposed.

Recently, the controlled quantum secure direct communication (CQSDC), a new kind of
QSDC, has been proposed and has attracted much attention [Chen, Wang, Du et al.
(2008); Chen, Wen, Guo et al. (2008); Gao, Yan and Wang (2005); Xia and Song (2007);
Wang, Zhang and Tang (2006); Xia, Song and Song (2008); Zhang, Zhan and Zhang
(2009); Chang, Lin, Zeng et al. (2012); Hassanpour and Houshmand (2015); Fang
(2014)]. In CQSDC scheme, the receiver cannot get any secret information without the
controller’s admission. Besides that, if the number of controllers, senders or receivers is
more than one, the protocol could also be deemed as a network protocol [Lu, Wang and
Wang (2012); Lv and Wang (2017); Pang, Liu, Zhou et al. (2017); Li, Wang, Li et al.
(2018); Li, Chen, Sun et al. (2016)]. By using partially entangled GHZ state, Chen et al.
[Chen, Wang, Du et al. (2008)] proposed a CQSDC protocol, whose aim is to share the
private quantum entanglement keys to encrypt and decrypt the secret information. Using
W state, Chen et al. [Chen, Wen, Guo et al. (2008)] proposed a novel CQSDC protocol in
which entanglement swapping is utilized and the quantum circuit of it is also put forward.
However, W state is difficult to prepare under the conditions of the experiment for
multiqubit states. Chang et al. [Chang, Lin and Zeng (2012)] proposed a CQSDC
protocol using single photons to carry dealer’s information. And they declared that if any
eavesdropper wants to steal dealer’s information, the lawful participants will discover it
and abort their transmission. Hassanpour et al. [Hassanpour and Houshmand (2015)]
proposed a CQSDC protocol based on GHZ-like state. In their scheme, the receiver can
obtain two-secret bits using entanglement swapping, which guarantees the security of the
process. Fang [Fang (2014)] proposed a CQSDC protocol based on EPR pair
entanglement swapping to complete the communication, five-particle cluster state is
utilized in this protocol to achieve eavesdropping detection which makes the detection
probability more than 88%.

A secure CQSDC protocol must meet two needs. First, an outside eavesdropper cannot
obtain any information about the transmitted state. Second, if the controller(s) doesn’t
permit, the receiver cannot obtain the secret information. In 2009, Zhang et al. [Zhang,
Zhan and Zhang (2009)] designed a CQSDC protocol (the ZZZ protocol) with four
particle cluster states using swapping quantum entanglement and local unitary operations.
However, Yang et al. [Yang, Chai, Teng et al. (2011)] shown that the dishonest party Bob
can give a special attack strategy. By using fake entangled particles, Bob can obtain
Alice’s secret information without the permission of the controller. Besides that, they
gave a further improvement to resist their proposed attack. Then, Qin [Qin (2012)]
analyzes the ZZZ protocol and found another special attack, disentanglement attack.
Using this attack, the control function of Charlie in the ZZZ protocol [Zhang, Zhan and
Zhang (2009)] can be eliminated by the receiver Bob without the knowledge of Charlie.
In addition, this new attack is also valid for the improved scheme in Yang et al.’s
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protocol [Yang, Chai, Teng et al. (2011)]. However, Qin did not propose a further
improved protocol. In conclusion, no effective protocol is proposed at last.

According to the above three papers, we further analyze the reasons why the ZZZ
protocol cannot resist fake entangled particles attack and disentanglement attack. At last,
we find out two reasons. On one hand, Bob prepares the four particle cluster states and he
is the last one to measure his own particles in the detection of eavesdropping. Under this
circumstance, he can prepare any state (fake entangled particles) which can be used to
deceive Charlie, the controller, without being detected. On the other hand, he owns half
particles of the four particle cluster states. And one of his two particles is equal to Alice’s
particle and another is equal to Charlie’s. Then, Bob can measure the particle which is
equal to Charlie’s and get rid of the control of Charlie (disentanglement attack).

Considering these weaknesses, we investigate whether it is possible to make it secure by
letting Charlie prepare the four particle cluster states and Alice be the last one to measure
her particles. However, if we only change these of the protocol, it is still insecure under
disentanglement attack. Thus, we can let Charlie perform some operations on the cluster
states as secret information which is only known by him, and then Bob cannot use
disentanglement attack to make Charlie out of the control of the communication. In
summary, we propose a novel protocol with two versions of improvement in which the
communication is secure under the above two attacks as well as some other attacks.
What’s more, without the permission of the controller, the secret information cannot be
recovered by the receiver or any other.

Furthermore, based on three-qubit partially entangled set of states, we also investigate a
new CQSDC protocol which has many distinct advantages compared with many previous
protocols. First, our protocol uses less quantum resources to transmit the same
information. In other words, the protocol [Chen, Wang, Du et al. (2008)] transmits one
bit by using six particles, but in our protocol, one bit is transmitted only by using three
particles. Second, our three-qubit partially entangled set of state is much easier to prepare
than GHZ state in Wang et al.’s protocol [Wang, Zhang and Tang (2006)], W state [Xia,
Song and Song (2008)] and four particle cluster state [Zhang, Zhan and Zhang (2009)].
Third, our protocol uses less effective measurements than the ZZZ protocol. In some
sense, our protocol has a lower cost than the ZZZ protocol.

The rest of this paper is organized as follows. In Section 2, two new improved protocols
are proposed. Then we analyze that our new improved protocol is secure under fake
entangled particles attack and disentanglement attack. In Section 3, we give a new
CQSDC protocol. Finally, the paper is ended up with a conclusion in Section 4.

2 The new improved CQSDC protocol

In this section, we propose a new improved CQSDC protocol which is secure under the
fake entangled particles attack and disentanglement attack. In our improved protocol, it is
Charlie rather than Bob who prepares four particle cluster states. In fact, Bob wants to
remove Charlie’s control and obtain Alice’s secret freely. Yang et al. [Yang, Chai, Teng
et al. (2011)] presented a fake entangled particles attack on the ZZZ protocol, in which
Bob prepares two Bell states rather than a four-qubit cluster state. Then, Bob can obtain



812 Copyright © 2019 Tech Science Press CMC, vol.58, no.3, pp.809-827, 2019

Alice’s secret information freely without Charlie’s control. And they also gave an
improvement to resist their fake entangled particles attack.

However, Qin [Qin (2012)] analyzed further and discovered another special attack,
disentanglement attack. Using this attack, the control function of Charlie in the ZZZ
protocol can be eliminated by the receiver Bob without the knowledge of Charlie.
Moreover, this new attack is also valid for the improved scheme [Yang, Chai, Teng et al.
(2011)]. But to our disappointment, Qin did not give a further improvement. Therefore, in
the next part, we will give two new improvements to the ZZZ protocol.

2.1 Improvement for the ZZZ protocol
2.1.1 The first improvement

In this part, we will propose our first improvement of the ZZZ protocol. And we give a
detailed description of our new improved protocol as follows.

(S1) Charlie prepares N+m four-qubit states in
|¥). :%(|0000>+|0011>+|1100>_|1111>)hnrnkncn . Then he performs one of four kinds of
operations U,,U,,U,,U, on particles t, and k , each with the probability of 1/4,
where U, =1®1, U,=1®0,, U;,=0,®1 and U,=0,®0,.

Therefore, he gets the following states

|‘I’l>n = %(| 0000) +|0011) +|1100) — |1111>)hntnkncn Q)
|‘P2>n = %(| 0010) + |0001> + |1110> - |1101>)hntnkncn 2
|‘P3>n = %(| 0100) +|0111) +|1000) — |1011>)hntnkncn (3)
|‘I’4>n = %(|0110> +/0101) +[1010) — |1001>)hntnkncn 4)
Charlie takes the particles h, from each state to form an ordered particle sequence
[h,h,, ..., h. ], and names it as the H sequence. Similarly, the remaining particles
constitute T sequence [t,t,, ...,t,. ], K sequencelk,,Kk,, ... ,ky,,Jand C sequence
[c..c,, ... Cyiml-

(S2) Charlie prepares three checking sequences, D,, D, and D, for the analysis of
the eavesdropping. These sequences are large enough. Let the number of particles in
them bel. They are randomly chosen from {|0),[1),|+),|-)}. Then, Charlie mingles

D, with H sequence to get H’' sequence, Dr with T sequence to get T' sequence

and D, with K sequence to get K’ sequence. And he also makes a record of the

insertion positions and the measurement basis of the checking particles. Finally, Charlie
sends H' sequence to Alice, T", K’ sequence to Bob and holds C sequence.
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(S3) Charlie confirms that Alice and Bob have received the travelling particles. Then,
Charlie let Alice and Bob measure checking particlesin H', T’ and K', respectively.
After that, he tells Alice and Bob the positions and the corresponding basis of D,,, D;

and D, .

Alice and Bob measure their checking sequences with the corresponding basis announced
by Charlie. Alice and Bob tell their measurement results to Charlie. Then, Charlie can
determine the existence of the eavesdropping in the communication in accordance with
Alice’s and Bob’s measurement results. If the error rate of the eavesdropping checking is
higher than a set threshold, Charlie will restart the protocol. If not, they will carry out the
next step.

(S4) Also, Alice and Bob need to check whether the state is four particle cluster state or not.
Alice randomly selects m particles from her H sequence and performs randomly one of the
two unitary operations U/ =1 and U; =ic, on each selected particle. Then she asks

Charlie randomly to measure his corresponding particles using one of two measurement
bases {|+),|-)} and {|0),[1)}. Then Charlie informs his measuring results of Alice and

Bob. Additionally, he must inform Bob of what operations he has performed on Bob’s
corresponding particles. According to Charlie’s public information, Bob can first do the

same operations {U,,U,,U,,U,} on his particles and then take the Bell measurement or

Z-basis on the corresponding particles and inform Alice of his measurement results.
According to the measurement results of Bob and Charlie, Alice measures her particles and
can determine whether the state is four particle cluster state or not.

In fact, after Alice’s U, or U, operation and Bob’s one of four operations, the state
lw). (i=1,2,3,4) will change into

) 1
Ul|z//>n :|z//>n :§(|0000>+|0011> +[1100) —|1111>)hntnkncn

=m{|+>% [(# )+ D[4, +(87)+w D 1), 1 ©)
A (e e N o R (T e A S O
Uzlw), =Iw), = (0100) -[1000) -|1018)~[011), .
1 _ N . _
:ﬁ{m% (6 )*+w D [0 =87+ D 14, ] (6)
9 18 ) = Do | = (87)=|v N [+, T

Where |+)=(0)+[1))/~2and |-)=(0)~[1))/~/2 are X-basis,
and |y*)=(01)%[10))/ /2 are Bell states.

#")=(00)=[11)) /2
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If the error rate is higher than a set threshold, Alice can conclude that the states are not
four-qubit cluster states and give up the communication.

(S5) Suppose Alice wants to transmit secret information to Bob. After confirming the
security checking, Alice takes M, set by way of two particles as encoding-decoding

groups. Group 1 includes particles h and h,, group 2 includes particles h, and h,
etc. Afterward, Alice announces the encoding-decoding groups in the M, set.
(S6) After that Alice’s announcement, Bob and Charlie form ordered encoding-decoding
groups which consist of the corresponding particles in M,, M, set and M, set,
severally.
(S7) Alice requires Charlie to perform a Hadamard operation on each c, in order in
M. set, and then Egs. (1)-(4) will be transformed into the states

i
22

+(1000)—|001)+[110)+11D),, . 1D, ]

|'¥,"), = —=[(1000)+ | 001)+[110)—[111),, . 10),

(7)

1
¥,"), = —=[( 001)+|000)+|111)—|110 0
%200 =2 ﬁ[(l )+[000)+[111)~[110))y . 10)c, @®)

+(1001)—|000)+[111)+|110)),, . 1D, ]

1
¥,"), =—=[(1010)+|011)+|100)—|101 0
%30 =2 ﬁ[(l )+[011)+]100)~[10D)),, 4, 10D, ©

+(1010)—[011)+[100)+ |10D)),, . 1D}, ]

. 1
¥, ), = —2[(| 011)+|010)+(101)—100)), ., |0),

22 " (10)
+(1011)—|010)+[101)+[100)),, .« 1) ]
And then, Charlie measures particle c, like the ZZZ protocol.

(S8) Charlie informs Bob of his measurement results and his operations on each particle
in (S1). According to Charlie’s information, Bob performs the same operations on the
particles in his hand, the rest steps are the same as the steps (S7-S9) of the ZZZ protocol.

2.1.2 The second improvement

Our second improvement of the ZZZ protocol is similar with the first improvement. And
we give a detailed description of our second improved protocol as follows.

(S1°) Charlie prepares N+m four-qubit states in
|W). =%(|0000>+|0011>+|1100>—|1111>)hntnkncn . Then he performs one of four kinds of

operations U,,U,,U,,U, on particles t, and k,, each with the probability of 1/4,
where U, =1®o0,, U,=1®io,, U;=0,®1 and U, =0, ®o0,.
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Therefore, he gets the following states

lwy), = %q 0000) —|0011) +[1100) +|1111)), . (11)
1

lw,). = > (/0001)—|0010) —|1110) —[1101)) hike (12)
), =5 (0100) +[0111) + |1000) - 1011}, . (13)
lws), = %(|0110> +|0101) +|1010) - [1001)), . (14)
Charlie takes the particles h, from each state to form an ordered particle sequence
[h,h,, ..., h. ], and names it as the H sequence. Similarly, the remaining particles
compose T sequence [t,t,,...,t..,] , K sequence [k k,, ... ,ky,,] and C
sequence [cC,,C,, ... ,Cy.nl-

(S2)-(S6°) are the same as the steps (S2-S6) of the first improvement.
(S7°) Alice requires Charlie to perform a Hadamard operation on each c, in order in
M. set, and then Egs. (11)-(14) will be turned into

1
22

+(1000)+|001)+[110)—|11D),, . 1D, ]

|'¥,"), =—=[(000)~|001)+|110)+|111)), ., |0},

(15)

X 1
W, = —2[(| 000)—1001)—[111)—[110)),, . 10}

22 (16)

+(1110)-]000)—- 00D~ [11D), ., 1D, ]

N 1
|¥57)n :_2[(|010>+|011>+|1OO>_|101>)hntnkn 10)e,

22 (17)

+(1010)— [ 011)+[100)+ |10D)),, . 1D}, ]

. 1
¥, ), = —2[(| 011)+|010)+|101)—|100)); ., |0,

22 (18)

+(1011)—|010)+[101)+|100)),, . 1D, ]

And then, Charlie measures particle c, like the ZZZ protocol and tells Alice and Bob
his measurement results.

(S8’) Alice and Bob utilize the local operation U, (n, m=0,1) to encode secret
information. Here, Uy, =1, Uy, =0,, U,=-ic, and U, =o,. For convenience, let

two cbhit strings 00, 01, 10 and 11 correspond to them, severally. Alice uses local
operation U, to encode two-bit on the encoding-decoding groups in M, set. Later,
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Alice measures all the encoding-decoding groups with Bell bases and announces
measurement results and the order of the encoding-decoding groups.

(S9’) Bob makes the Bell measurements on their corresponding particles in

M, and M, set, separately. As shown in Tab. 1, Bob can obtain Alice’s secret
information when he receives Charlie’s and Alice’s measurement results. For example,
suppose that Charlie’s state is |'¥,), and his measurement results are |0), and |0) ,

then |¥,), and |¥,), will be collapsed into

1
"), =——=(]000)— | 001)—|111)—|110 19
177 2\/§(| )—100D—~[11D—[110)),, . x, (19)
1
"), =——=(]000)—| 001)—|111)—|110 20
177, 2J§(| )=100D)—|11D—[110)) ., (20)

If Alice performs a Ugo operation on one particle of group 1, the state composed of
particles (htk,;htk,) is

7)),

1
=3 (| OOO> - | 001> ~ |110> - |111>)hltlkl ® (| 000> - |001> - |110> - |111>)h2t2k2

UOO

:iz(qf)rhhz o) o), =[@7) o) [¥),, -
@ [ [ N H1OT |0 J
) P A ¥ )
¥ P ) ) L))

But there is one more point that we need to notice, that is, the Eq. (12) of the ZZZ
protocol is written wrong, and it should be written as follows.

Uy *>l® *)2 =1(|ooo>+|001>+|110>—|111>)h1t1k1 ® (/000) +|001) +]110) —[111)),
= (@), o) o), o), o) [,
+@m DY >| D @7 27, (22)
P Y0, [ Y
_|IP >hlh2 >t112 >k1k2 +|\P >hlh2 >t1tz q)_>k1k2)
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Table 1: Alice’s and Bob’s measurement results according to the unitary operation U
and the initial states

Uoo Uo1 Uio Un

7" ).®77), | ®n"), | @™, 7 )®n77),
¢ ¢, b v, b Az &9, b
XA EV W GV P ¢d v
R A2 AN bV
¢4, b 4. b BV Wy, ¢4 by
VW, by Vb b Vad W VoW b
NA Vad W Vi, bu ViV Ve
A Vb W Vil bu VW W
W by Vb, b Vi W VW, b

2.3 Security analysis

Mathematics provides some important tools [Dong, Zhang, Zhang et al. (2014)] to
analyze and solve practical problems. The security of our protocol could be proved in
theory and by mathematics. In this section, we will show that our protocol is secure under
fake entangled particles attack and disentanglement attack which the original ZZZ
protocol cannot resist.

Casel: The fake entangled particles attack. In our new proposed CQSDC protocaol, it
is Charlie rather than Bob who prepares the four particle cluster state, so it is impossible
for Bob to prepare two Bell states in Yang et al.’s protocol [Yang, Chai, Teng et al.
(2011)] to deliver fake entangled particles attack on Charlie. That is to say, Bob cannot
prepare fake entangled particles to deceive Charlie with the attempt of getting rid of
control of Charlie. However, chances are that Charlie may prepare two entangled states
instead of four particle cluster state to obtain Alice secret information. In this condition,
Charlie sends one entangled state to Bob and shares one entangled state with Alice. But
in the check of four particle cluster state, Alice and Bob can conclude that error rate is
higher than a set threshold. For Charlie does not know Alice’s operations, he can guess
wrong with the possibility of 1/2. And there are m cluster states, therefore he has the
possibility of to guess all right, which is impossible when m is large enough.

Case2: The disentanglement attack. As Qin [Qin (2012)] has pointed out, if Bob wants
to get rid of Charlie’s control, he can measure every particle in K sequence using

{|O>|1>} basis. However, in our protocol, Charlie performs four kinds of unitary
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operations. In our first improvement, if Bob measures K sequence, then he will not
know what the state collapses into. If the state is |‘P1>n , it can be rewritten as follows.

[%,), = 24(00) +[11),, 00}, +(00)~[12),, [11), .} @3)

When Bob’s measurement outcome is|O>, the cluster state after the measurement

immediately collapses into|p,”) = %q 00) +[12)), . |0)

Otherwise, the state collapses into|p;") =%(|OO> —[12)), 1), . And if the state is|¥,) |,
the result will be different from the state|‘I’1>n. When Bob’s measurement result is|0) ,

the state collapses into ‘¢2°> =%(| 00) -[11)),, |1), . Otherwise, the state will collapse

into|(p21>z%(|00>+|11>)%|O>Cn. And the rest states |\¥,) and|¥,) , we can see

details in Tab. 2.

Table 2: Correlations among Bob’s measurement results on K sequence, the states after
Charlie’s operations and the collapsed states

P~ 10 Z
), 02)= 75 000)+ 11, [0), o) = 5000) -1 ),
v.), )= 000 - 1, et)= 5000) it o),
), o) = 500D J0), [ =75 on oy ),
) o) = 50D hOD 1, [ol) = (o) + 10D ),

It is apparent that Bob cannot know what the state will collapse into after his
measurement on K sequence. Therefore, he cannot get rid of Charlie’s control. In the
second improvement, the four states can be rewritten as follows.

[%,), = 54(00)+[12),, |00}, ~(00)~[12),, [11), } (24)

[%2), =200) |11, [08),, ~(00)+[11),, [10), .} 25)
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[%,), = 54008 +[10)) [00), . +(01)~[10)), [13), . } (26)

%.), =500 ~[10)) [0D), , +(0L)+}10), 10, } @

And we can see, if Bob measures particle k, before Charlie’s measurement, he cannot
know what the state will collapse into. So, he can’t get rid of Charlie’s control.

Case3: The out of control attack. Another attack strategy is that when the controller
Charlie sends H sequence to Alice, Bob intercepts it and then sends Alice another
particle sequence which prepared by himself in order to get out of Charlie’s control. But
in our protocol, Charlie inserts decoy particles randomly in H sequence in (S3), because
Bob doesn’t know the exact position and the original state of the decoy particles, he
cannot prepare the right fake sequence, so our protocol can resist this kind of attack.

3 A New CQSDC protocol by using three-qubit partially entangled set of states
Without respect to the security of the ZZZ protocol, there still exist another two
disadvantages in it. First, it is not easy to obtain a four-particle cluster state in real
experimental setups. Second, the efficiency of the protocol is not high, because it uses
four particles to transmit one bit secret information.

In this section, we will propose a new protocol by using the three-qubit partially
entangled set of states. It is shown that our protocol can resist fake entangled particles
attack and disentanglement attack. Moreover, our protocol uses three particles to transmit
one bit secret information and three-qubit partially entangled states are also much easier
to prepare.

This section is organized as follows. Subsection 3.1 is a detailed description of our new
protocol. And in Subsection 3.2, we give the security analysis of our new proposed
CQSDC protocol.

3.1 The process of new CQSDC protocol

In 2013, Kumar et al. [Kumar, Adhikari, Banerjee et al. (2013)] pointed out that they can
prepare three-qubit partially entangled set of states from the generalized GHZ states. In
the beginning, we prepare GHZ states.

|w),,, =Sin6|000), . +cosH|111) (28)
A Hadamard operation is applied on the third-qubit of the GHZ state, and we will get the
following state

V=75
123 \/E

And we perform a CNOT operation on particles 2 and 3. Here, particle 3 is the control
one and particle 2 is the target one. Finally, we obtain our communication channel

123 123

[sin#|000) . +sin#|001) . +cosH|110) . —cosH|111) (29)

123 123]
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|§>123 = CNOT23 |V/,>123

=CNOT,, iz[sin 6]000),,, +sin6|001), . +cos|110) . —cosH|111) (30)

123]
1
2

Next, we depict our protocol in detail as follows.

(S1) Charlie prepares N +m three-qubit partially entangled states.

1
|§>cnanbn zﬁ

Here, ne{l, N+m}, c,, a,and b, denote the three particles of the partially

entangled state.

Charlie takes the particles c, from each state to form an ordered particle sequence

[c,.c,, ... ,C\y.,], @and names it as the C sequence. Similarly, the remaining particles

make up A sequence [a,a,, ...,a,,,] and B sequence [b,b,, ... ,by..].

[sin6|000),,, +sin#|011) . +cos6|110) . —cos6|101)

123 123 123 123 ] '

[sing|000), ,, +sin@|011)  +cosg|110) . —coso[101) (31)

Cnanbn bn Cnanb bn ]

(S2) Charlie prepares two checking sequences, D, and D, for the analysis of the
eavesdropping. These sequences are large enough. Let the number of particles in them be
| They are randomly chosen from {|0),|1),|+),|-)}. Then, Charlie mingles D, with

A sequence to get A" sequence and D, with B sequence to get B’ sequence. And

he also makes a record of the insertion positions and the measurement basis of the
checking particles. Finally Charlie sends A’ sequence to Alice, B’ sequence to Bob
and holds C sequence.

(S3) Alice and Bob confirm that they have received the travelling particles. Then, Charlie
let Alice and Bob measure checking particles in A" and B'. He tells the positions and
the corresponding basis of D, to Aliceand D, to Bob, respectively.

Then, Alice and Bob measure their checking sequences with the corresponding basis
announced by Charlie. After that, Alice and Bob notify Charlie of their measurement
results. After that, Charlie can determine the existence of the eavesdropping in the
communication according to Alice’s and Bob’s measurement results. If the error rate of is
higher than a set threshold, Charlie will restart the protocol. Otherwise, they

_ 1

1$)ean = ﬁ[sin 0|000), ,, +sin@|011)  +cosg|110)  —cosd[101) ., ]
=%[5in9|0>cn (00) +[11)),,, +cos6|L), (10)~[0L),, ] (32)

1.
= 55010}, () +]= D, + 0080, (=)= |=+)).s]
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(S4) Alice and Bob check whether the state is the three-qubit partially entangled states or
not. Alice asks Charlie to measure his particles using Z-basis, and then he publishes his
measurement results. Then Alice and Bob randomly choose m positions and measure
their corresponding particles. That is, Bob measures his particles in using one of two set

of measurement basis {|+),|-)} and {|0),|1)} . Then he informs his measurement basis

and corresponding measurement results of Alice. According to Bob’s announcement,
Alice chooses the same measurement basis and measures her particles. Then she can
determine whether they have shared the three-qubit partially entangled states. Here, we
must note that if Charlie only prepares Bell states and does not prepare the three-qubit
partially entangled states, can our protocol work? The answer is yes. Because Charlie still
controls the protocol. If he does not publish his classical bits, then Alice and Bob do not
know what states they share.

(S5) We suppose Alice wants to send some messages to Bob. In the (S4), if Charlie
obtains the result |0) , particles (a,,b,) will collapse into

11 .
|6), =Esm 6(/00)+[11)), , (33)
Otherwise, particles (a,,b,) will collapse into

2 1
|6), =Ecose(|10> -|01)), , (34)
(S6) Alice and Bob use the local operation U, (n, m=0,1) to encode secret information.
Here, Uy, =1, Uy, =0,, Uy=-io,,and U, =o,. let two cbit strings 00, 01, 10 and

11 correspond to them, severally.
Alice sets two particles as an encoding-decoding group, such as particles a; and a; as

group 1, particles az and as as group 2, etc., and Bob sets his encoding-decoding group
too.

Alice performs the operation U, on the encoding-decoding groups to encode her
two-bit secret information. Then, she uses Bell bases to measure all the
encoding-decoding groups and announces her measurement results and the group’s order.
(S7) Bob measures his encoding-decoding groups using Bell basis too. Subsequently, he
can get Alice’s secret information after he knows Alice’s and Charlie’s measurement
results. For example, we assume Charlie’s measurement results are |O>cl and |0> , then

C,
Alice’s and Bob’s particles collapse into the state

16 = —=sin6(00) + [11)),,, (35)

N

|6 == sin(00) + 11)),,, (36)

2
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If Alice performs U, on one particle of group 1, then the state composed particles
(ab;ab,) is

1 1
Uw|5), ®|5),

:%sin 6(/00) +11)),, ®%sin 6(00)+|11)),,, (37)
1 i * + - - + + — _
:Esng(¢ >a1a2 ¢ >b1bz +|¢ >alaZ ¢ >b1b2 +|l// >alaz 4 >b1b2 +|l// >a1az v >blbz)
If Alice’s result of a Bell state measurement is ¢*>aa , i’s easy to conclude that Bob’s

1!

measurement result is

¢*>blb . Thus, Bob can obtain that Alice performs a U,

operation on one particle of group 1 and, therefore, extract the bits (00), and he can read
the two-bit secret information.

3.2 Security analysis

In this section, we show our protocol is secure under some possible types of attacks as
follows.

Casel: The intercept-and-resend attack. In our protocol, the eavesdropper doesn’t
know the exact position and the original state of the decoy particles, (e.g., |0),|1),|+),|-))

since these particles are randomly inserted in the transmitted sequences (for instance, H'
sequence, T' sequence, K' sequence). Therefore, if the eavesdropper try to measure and

resend the particles, the probability to be detected will be 1—(3/4)'. Here, | denotes
the number of decoy particles. If | is large enough, the eavesdropping detection
probability 1—(3/4)" is approximately 1.

Case2: The entangle-and-measure attack. An eavesdropper Eve may try to obtain the

secret information between Alice and Bob. However, he does not know the positions and
the states of the checking particles in the intercepted Charlie’s sequence H'. For instance,

Eve prepares some ancillary particles E={|E,),|E,),...,|E,)} and entangles these

ancillary particles with the H' sequence via a unitary operation U .

U10)]E,) = a|0)[e) + BI1)€s) (38)
U[L)]|E ) = 7(0)]ey) +5|D)]es) (39)
O1)]E) = 2114) (alew) + o) 7le)+ Sl +

|_>(a|eoo>_ﬂ|e01>+7|eio>_5|en>)]

(40)
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6 51E) = 204 (@len)+ Slen)—rles) ~ole. )+
|_>(a|eoo>_ﬂ|e01>_7|elo>+5|e11>)]

(41)

Here, we have LjUA"':UA"'Lj =1 ; |E) is the initial state of Eve’s ancilla;
lexs):|€01):|€0):|€s) are the four states determined by Eve and satisfied with
|| +|B?|+|r?|+|6%|=1. If Alice’s checking particles are [0) or |1), Eve has to set
B=y=0 inorder to pass the security checking. Likewise, if they are |+) or |-), Eve

has to set ale,)—Ble,) +7]e) —5]en) = alew) + Blen) — 7|en) —5]e,) =0, where 0 denotes
a zero vector. In this case, Eve’s attack will not be detected in the process of security
checking. Nevertheless, if 8=y =0, then we know that «|e,,)—d|e,)=0. It also means

that ale,)=4le,). In this situation, Eve cannot distinguish «a|e,) from Sle,) .

Hence, he also cannot measure these ancillas to obtain any useful information about
Alice’s secret information. Inversely, if Eve wants to distinguish ancillas (i.e., to make

aley) # Sey,)) to steal Alice’s information, then he will disturb the checking particles
and be further detected in the end.

Case3: The fake entangled particles attack. Because we only use three-particle states
as a communication channel and the controller Charlie prepares states, Bob cannot
prepare two entangled states instead of the three-qubit partially entangled set of states.
However, chances are that Charlie may prepare other states instead of three-qubit
partially entangled state to obtain Alice secret information. Under this condition, Charlie
may send one particle to Bob and shares one entangled state with Alice. But in the check
of the three-qubit partially entangled state, Alice and Bob can conclude that error rate is
higher than a set threshold. Charlie does not know Alice’s operations, so he can guess
wrong with the possibility of 1/2. And there are m entangled states, therefore he has the
possibility of (1/2)™ to guess all right, which is impossible when m is large enough.
Thus, fake entangled particles attack cannot work.

Case4: The disentanglement attack. Each of the three parties (Alice, Bob and Charlie)
only has one particle of the three-qubit partially entangled state, so Bob cannot measure
his particles to get rid of the control of Charlie, which means, using disentanglement
attack is not effective. For example, we assume Charlie prepares three-qubit partially
entangled state in (13).

|< >Cnanb" = %[Sin H|000>cnanbn +sing| Oll)cnanbn +c0s 9|110>Cnanbn —cos 9|101>Cnanbn ]
1 (42)
= E[(sin 9|00>Cnan +cos 6?|11>Cnan )|0>bn +(sin .9|01>Cnan —cos 9|10>Cnan ) |1>bn]

After Bob measures his particles, if his measurement result is |0>b , particles (c,,a,)
will collapse into the state
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%(sin 0|OO>Cnan +cos¢9|11>cnan) (43)

If his measurement results is |1>b , particles (c, , a,) will collapse into the state

1 .
—=(sin|01) = —cos6|10)
\/E Cnan
We can conclude that Bob’s particles are no longer entangled with Alice’s, and he cannot
get any secret information from Alice. Thus, disentanglement attack is not effective in
this condition.

Case5: The modification attack. In this attack, the eavesdropper Eve may try to perform
malicious modify operations on the particles which Charlie wants to send Alice or Bob.
However, Charlie doesn’t know the positions of the decoy particles, so the modify
operations will lead to the wrong measurement results of checking particles.

) (44)

4 Conclusion

In this paper, we have analyzed the reasons why the ZZZ protocol is insecure under fake
entangled particles attack and disentanglement attack. Firstly, it is the secret receiver Bob
who prepares the four particles cluster state. So he can prepare other states which are
beneficial to him. Moreover, he is the last one to measure his particles. Then, he can
perfectly deceive the controller, Charlie, by preparing two fake entangled particles
without being detected. Secondly, Bob has half particles of the states and one of his two
particles is equivalent to Alice’s, another is equivalent to Charlie’s. So it is easy for Bob
to measure his particle which is equivalent to Charlie’s to get rid of Charlie’s control. In
essence, this happens because Charlie’s control information is not enough and Bob has
too much power. Therefore, by making Bob powerless and Charlie have more control
information, we have proposed a new improved secure protocol. In our new protocol, we
have two versions of improvement, and both of them can prevent the two attack strategies
we have mentioned above.

Besides, we have proposed a novel secure protocol using a more useful and practical state,
the three-qubit partially entangled set of state. In our protocol, on one hand, it is
impossible for Bob to carry out fake entangled particles attack, for he is not the one who
prepares the three-qubit partially entangled set of states, and it is also impossible for
Charlie to deliver fake entangled particles attack, for he will be detected by Alice and
Bob in the detection of three-qubit partially entangled states. On the other hand, it is
difficult for Bob to carry out disentanglement attack too. Because he has only one particle
of the state, he cannot measure his particle to make Charlie out of control of their
communication. We also analyze some other possible attacks and find out these attacks
do not work. And also, we have pointed out that our protocol is easier and more secure to
prepare the resource states. Moreover, efficiency in transmitting of secret information via
a particle is higher than Chen et al.’s protocol [Chen, Wang, Du et al. (2008)]. In addition,
our protocol needs less measurement resource, which makes this protocol more
convenient from an applied point of view.
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